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Develop a Security Team

The first step in determining a policy for managing terminated staff
IS to develop a Security Team to ensure all aspects of deactivation
occur in the organization.

The key players in this team may include:
* Interface analyst
« Enterprise EHR analyst
* Network/System analyst
« HR Representative
« Clinical Informatics team member
* Practice Management System analyst
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Developing Process and Procedures

Organizations should develop procedures for:

* Who will monitor the terminated user or provider’s
worklist and task view

« Expectancies for how long the terminated user or
provider’s task view and worklist will be active.

« Turnaround time for list cleanup

* When a provider will be deactivated in dictation systems

« When a user or provider will be deactivated in the EHR
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Developing Process and Procedures

Organizations should develop procedures for:

 If staff will be removed from the Employee Patient
Security Group

 Provider Deactivation Form and User Deactivation Form
« Submitting the Deactivation Forms

« Tracking the date when providers can be inactivated in
the system after their termination date.
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Notification Process for Terminated Users or
Providers

Options for notifying an internal resource that a user or provider is
terminated:

 HR department notifies IT staff of user termination.

« |IT staff emails manager reminder to complete the
deactivation form.

« Manager fills out a deactivation form and sends it to the
EHR Application Team.
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Terminated Provider Form Content

The form should include the following information:
« Legal Name of provider
« Termination Date
« Who will be reviewing and reassigning this provider’s tasks?
« Who will be completing this provider’s worklist items?

« Have all charges been submitted and processed for this
provider?

 Has an end date been added to this provider’s schedules?
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Terminated User Form Content

The form should include the following information:
 Legal Name of user
« Termination Date
« Who will be reviewing and reassigning this user’s tasks?
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EHR Application Team Reviews Form

EHR Application Team reviews the deactivation form to make sure
all required information is provided. If the form is not complete, it is
sent back to the department/site to collect the missing data.
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Process for Deactivating Provider

1. Identify and confirm the provider to be deactivated.

2. Ensure the provider has left and did not just transfer to another site
within the organization.

3. Put an indicator in front of the provider’s last name (zz or xx for example)
so manual tasks aren’t sent to this provider.

* In later versions of 11.2, the “Prohibit Task Assignment” checkbox
can be selected in TWAdmin to prevent manual tasks from being
sent to the provider.

4. Create/update task views for the provider. Task views should be built by
site.

 Create a site task view for the deactivated providers (SITECODE
Deactivated Providers). Add Status filters of Active and In
Progress.

« Add the provider to the site’s Deactivated Providers task view by

using the Assigned To filter.
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Process for Deactivating Providers

5. Assign the task view to the person listed as being in charge

of working/reassigning the provider’s tasks from the
deactivation form.

6. Remove the provider from any coverage views where
he/she is included.

7. Email the assigned person with the task view information

along with the procedure detailing the expectations,
turnaround time, etc.
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Process for Deactivating Providers

10.
11.

12.

Create/update worklist views for the provider.

Create a site worklist view listing the provider as the Ordering
Provider and Authorizing Provider (SITECODE Deactivated
Providers).

Update the Order Status.

Assign the worklist to the person listed as being in charge of
completing the Provider’s worklist items.

Email the assigned person with the worklist view information
along with the procedure detailing the expectations, turnaround
time, etc.
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Process for Deactivating Providers

13. Update the PM System.
« Confirm all charges have been submitted for this provider.

« Confirm an end date has been added to the provider’s schedule
and remove them from any scheduling departments they are
linked to when possible.

» |f a deactivation date option is available, enter a date in the future
as determined by the organization.

14. Update SureScripts.

» Unregister the provider so no new RX Renew Requests will come
in to the provider’s task list.

15. Update letterhead.
« |If a provider is listed in the letterhead for a site, remove the

provider’'s name.
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Process for Deactivating Providers

After an organization-designated period of time:

1. Deactivate the provider in the dictation system (if needed).

2. Delete the provider from the results interface translation
table.

3. Validate the task list and worklist views are clear. Remove
the provider’'s name from the Assigned To field in the task
view.

4. Remove the provider’'s name from the ordering, authorizing
and supervising provider site’s deactivated providers
worklist view.

5. Inactivate the provider in the EHR under TWUserAdmin.
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Workflow for User Deactivation

1. Identify and confirm the user to be deactivated.

2. Ensure the user has left and did not just transfer to another
site within the organization.

3. Update task views for the user.

4. If the user had unigque task views assigned to them, assign
the task view to the person listed as being in charge of
reviewing and assigning the user’s tasks from the
deactivation form.

5. Remove the user from any coverage views where he/she is
Included.
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Workflow for User Deactivation

6. Email the assigned person with the task view information
along with the procedure detailing the expectations,
turnaround time, etc.

7. Update worklist views for the user.

8. If the user had worklist views assigned only to them, assign
the worklists to the person listed as being in charge of
completing the user’s worklist items.

9. Emall the assigned person with the worklist information
along with the procedure detailing the expectations,
turnaround time, etc.

vitalcenter /BgeRE=N



Embrace the new world of healthcare s WO i

Workflow for User Deactivation

10. Deactivate user in the EHR.

11. Inactivate user in Scan (if needed).

12. After the organization-designated time frame, validate the
task views are clear. Delete/inactivate the task views as

needed.
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QUESTIONS?

http://wiki.galenhealthcare.com/Organizational Considerations when Staff Terminate

vitalcenter /BgeRE=N


http://wiki.galenhealthcare.com/Organizational_Considerations_when_Staff_Terminate
http://wiki.galenhealthcare.com/Organizational_Considerations_when_Staff_Terminate

