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Outline

* What are Web Services?
* IHE Profiles
* Web Services in Rhapsody
— Host-based Web Services in Rhapsody
— Utilizing the Rhapsody Web Service Client to connect to a Web

service
* Communication Points, Operations and Parameters in Rhapsody
* [THE Toolkit
* Monitoring Web Services

e Web Services Demo
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What are web services ?

* A method of communication that allows disparate systems to

communicate
— For example Windows and Unix
* Web services can be created regardless of the programming
language
* Provides query/response or update services
* Rules for communication are defined in a WSDL
— Encoded in XML
 Web Services have two uses

— Reusable application-components

— Connect existing software
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Web Services Description Language (WSDL)

* Written in XML
* Used to describe and locate web services
* http://localhost:8880/services/GetPatient]D?wsdl
* 5 major elements (can contain other elements)
— <types=>
— <message~>
— <portType>

— <binding>

_ < ice>
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Operations

* Defined in the <port type> element
* 4 Types of Operations

— One-way

— Request-response

— Solicit-response

— Notification

vitalcenter ABgeEu=N
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WSDL Example Definition

<rxml version="1.0" encoding="UTF-8"r>
<wsdl:definitions targetNamespace="http://localhost:8880/services/GetPatientID"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:http="http://schemas.xmlsoap.org/wsdl/http /"
xmlns:nsO="http://localhost:8880/services/ GetPatientID" xmlns:xs="http://www.w3.org/2001 /XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/"
xmlns:soap12="http://schemas.xmlsoap.org/wsdl/soap12/">
<wsdl:documentation>Get Patient ID</wsdl:documentation>

<types>

<message>

<portType>

<binding>

<Service>

<wsp:Policy wsu:Id="servicePolicy" xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy" xmlns:wsu="http://docs.oasis-
open.otrg/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"><wsp:ExactlyOne> <wsp: All><wsam:Addressing wsp:Optional="true"
xmlns:wsam="http://www.w3.0tg/2007/05/addressing/metadata"><wsp:Policy><wsam:AnonymousResponses/></wsp:Policy>< /wsam:Add
ressing™></wsp:All></wsp:ExactlyOne></wsp:Policy>

< /wsdl:definitions>

vitalcenter ABgeEu=N
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WSDL Example <Type> Portion

<wsdl:types>

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified* targetNamespace="http://localhost:8880/services/GetPatientID">
<xs:element name="GetpatientID">
<xs:complexType>
<xs:sequence>

—n

<xs:element minOccurs="0" name="FirstName" type="xs:string" />
<xs:element minOccurs="0" name="LastName" type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GetpatientIDResponse">
<xs:complexType>
<xs:sequence>
<xs:element minOccurs="0" name="PatientID" type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GetpatientIDFault">
<xs:complexType>
<xs:sequence>
<xs:element name="payload" type="xs:string" />
</xs:sequence>
</xs:complexType>

</xs:schema>

</wsdl:types>
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WSDL Example <Message> Portion

<wsdl:message name="GetpatientIDRequest">
<wsdl:part name="parameters" element="ns0:Getpatient]D">
</wsdl:part>

</wsdl:message>

<wsdl:message name="GetpatientIDFault">
<wsdl:part name="parameters" element="ns0:GetpatientIDFault">
</wsdl:part>

</wsdl:message>

<wsdl:message name="GetpatientIDResponse">

<wsdl:part name="parameters" element="ns0:GetpatientlIDResponse">
</wsdlL:part>

</wsdl:message>
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WSDL Example <PortType> Portion

<wsdl:portType name="GetPatientIDPortType" wsp:PolicyURIs="#servicePolicy">
<wsdl:operation name="GetpatientID">
<wsdl:documentation>GetpatientID</wsdl:documentation>
<wsdlinput message="ns0:GetpatientIDRequest" wsaw:Action="urn:GetPatientID">
</wsdlinput>

<wsdl:output message="ns0:GetpatientIDResponse"
wsaw:Action="http://localhost:8880/services/ GetPatientID / GetPatientIDPortType/GetpatientI DR

esponse'>
</wsdlL:output>

<wsdL:fault name="GetpatientIDFault" message="ns0:GetpatientIDFault"
wsaw:Action="http://localhost:8880/services/ GetPatientID / GetPatientIDPortType/ Getpatient] DF
ault">

< /wsdl:fault>

</wsdl:operation>

</wsdl:portType> vitalcenter JoRemu=N
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WSDL Example <Binding> Portion

<wsdl:binding name="GetPatientIDSoap12Binding" type="ns0:GetPatientIDPortType">
<soap12:binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />
<wsaw:UsingAddressing wsdl:required="false" />
<wsdl:operation name="GetpatientID">
<soapl2:operation soapAction="urn:GetPatientID" style="document" />
<wsdL:input>
<soapl2:body use="literal" />
</wsdLinput>
<wsdl:output>
<soap12:body use="literal" />
</wsdlL:output>
<wsdL:fault name="GetpatientIDFault">
<soap12:fault name="GetpatientIDFault" use="literal" />
< /wsdl:fault>

</wsdl:operation> vitalcenter ABEeEE=N

</wsdl:binding>
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WSDL Example <Service> Portion

<wsdl:service name="GetPatientID'">

<wsdl:port name="GetPatientIDHttpSoap12Endpoint"
binding="ns0:GetPatientIDSoap12Binding">

<soapl2:address
location="http:/ /titakj2.galenhealthcare.com:8880/services/GetPatientID.GetPatientIDHttpS
oap12Endpoint" />
</wsdl:port>

</wsdl:service>

vitalcenter ABgeEu=N
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Simple Object Access Protocol (SOAP)

* Provides xml based structure for managing communications

* Contains the following elements which are declared in the

namespace
— Envelope
— Header
— Body

— Fault

vitalcenter ABgeEu=N
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Anatomy of a SOAP Request

<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:pat="http://www.galenhealthcare.com/LookupPatientID">
<soap:Header xmlns:wsa="http://www.w3.org/2005/08/addressing">
<wsa:Action>urn:LookupPatientID </wsa: Action>
<wsa:MessageID>messageid</wsa:Message]D>
</soap:Header>
<soap:Body>
<pat:lookupPatientID>
<pat:FirstName>Jamie</pat:FirstName>
<pat:LastName>Titak</pat:L.astName>
</pat:LookupPatient]ID>
</soap:Body>
</soap:Envelope>

vitalcenter ABgeEu=N
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Anatomy of a SOAP Response

<soapenv:Envelope xmlns:soapenv="http://www.w3.0rg/2003/05/soap-envelope">
<soapenv:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsa:RelatesTo>messagelD <wsa:RelatesTo>
</soapenv:Header>
<soapenv:Body>
<pat:LookupPatientID xmlns:pat="http://www.galenhealthcare.com/LookupPatientID">
<pat:Patientld>1243534</pat:Patientld>
</pat:LookupPatient]D>
</soapenv:Body>
</soapenv:Envelope>

vitalcenter ABgeEu=N
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Integrating the Healthcare Enterprise (IHE)

Non-profit solving the problem on how to cost effectively implement regional

integration between healthcare systems
Promotes the coordinated use of established standards such as DICOM and HI.7
Domains

— Anatomic Pathology, Cardiology, Dental, Eye Care, I'T Infrastructure,
Laboratory, Patient Care Coordination, Patient Care Devices, Pharmacy,
Quality, Research and Public Health, Radiation Oncology, Radiology

Integration Profiles

— Describe specific solutions to integration problems and can be used as an

implementation guide
Example Profile: Patient Demographic Query (PDQ)

— Allows applications to query a central patient information server and retrieve

a patient’s demographic and visit information

Resources

i vitalcenter ABEERE=N
et/ /swwwihe.net

— http://wiki.ihe.net
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Web Services in Rhapsody

Rhapsody provides an easy-to-use interface for harnessing Web services,

Independent of
— Whether the Web service 1s hosted by Rhapsody
— Whether Rhapsody uses an external Web service.

Vendors can exploit Rhapsody's secure Web services for application

integration
Supports SOAP/WSDL as a host and client

Provides a limited set of REST-based operations

vitalcenter ABgeEu=N
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Web services in Rhapsody Continued

* Web Services are created and managed utilizing the Web Services

Management dialog in the IDE environment

e Activity and state of web services may be monitored utilizing the

Monitoring / Web Services item in the Web Management Console.
* IHE toolkit to implement IHE profiles

e Web Service Host hosts web services whereas the Web Service Client
connects to web services

Web Service  Web Service

Client Hosting o) GLLEN
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Hosted Web Services

] QWEb Services = @

gn Add ~ 3§ Delete w# Check Out 98 CheckIn 5" Undo Check Out [# Edit &, View &3 Edit Users [ View Errors

MName A State Mamespace Binding Summary Security Summany Description Watchlists

= GetPatient|D Funning  hitp:/Aocalhost:8... HTTP on port 8880(... Mone Get Patiert D

o r
&2l Web Services

] 1
on Add +| 3 Delete w2 Check Out ¢ Ch
From WSDL...

Mew Web Senvice...
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Rhapsody Web Services Properties for Web Service
Hosting T— =

General |Secur'rt)' | Cperations I Management I WSDLl
Web Service Information
Service Name : GetPatient|D

Service Namespace:  http:/Aocalhost:B880/services/Get Patient|D

Service Description : Get Patiert 1D =
Hitpls) Settings

Frotocol HTTP hd
S5L Protocol : S5L

S5L Cipher Suites : | Strong Cipher Suites (AES-128, AES-256, TripleDES-168, RC4-128)
Local Address
Paort : 5380
Private Key Select) (Clear)
[] SOAP 1.1 Binding
S0AP 1.2 Binding

WS-Addressing
VIS-Addressing Support . [Optional -]
Asynchronous Reguests : ’F‘rchibi‘ted ']

[ OK ][ Cancel ][ Help ]

vitalcenter ABgeEu=N
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Edit Operations for Web Service Hosting

Q Web Services Properties
| General | Semrity‘ Operations | Management | WSDLl

Operations

Canfigure the operations supported by this web service.

‘g Add Operation &4 Edit Operation i§ Remove Operation

Name: a
patient|D
OK |[ Cancel |[ Help
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Edit Parameters for Web Service Hosting

{:f.‘.i Edit Operation

i I
gt Edit Custom Type ﬁ

: .
Name S Type Mame (leave blank for default):

Description : -

[] Allow additional parameters not listed below

Mame Type Required Repeating
| [ 3 d %s:string - W
S0AP Action um:SetUniversalserviceid
ﬂ; name <fny Type: - [l [

Operation Mode [ Request-Response hd

Input | Qutput | Faults
[ x| [ [

Parameter Type
() Use existing type | <Any Type:
©) Usenamedtype  Name

farT

Namespace |http:/Aocalhost: 10001 /services./Diagnostic Service Secto

@ Usecustomtype  Edit Custom Type
W5-Addressing Action

Signing/Encryption 1 [

Edit Signing and Encryption Settings

The signing and encryption options are only available when using the asymmetric or E
symmetric security bindings.

oK) [ ]

' vitalcenter ABgeEu=N
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Communicating with Web Services (Host Web
Service communication point)

Q Web Service Hosting Properties

General | Management | Configuration | Notes I Scheduling | Message Tracking | Avnliary Fi|e5|

Name

Type

eb Service Hosting

Web Service Hosting

-3

Stopped

(General Properties

Connection Mode

Retries Exceeded Action

Included Messages

In-=0ut Properties

[In->0ut v

Startup State [Manual Restart Required 'v] Start anly if previously running
Mumber of Connections 1 < Idle Timeout (ms) 1] <

Qutgoing Messages [Discard f original connection has closed -

Input Message Encoding Unknown / Not Set -

Connection Retries

Retry Type Initial Retry Delay (ms) 5000 =

Mumber of Retries 5 = Maximum Retry Delay (ms) |200000 =

Retries Per Message Infinite =

Shutdown Communication Point

Al Messages

Response Timeout {ms) 60000 4] [] Discard message once timeout occurs
Retry Court Infinite 2
Fail Action Send message to emor queue

J [ Cancel

Apply

Help

y

vitalcenter ABgeEu=N
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Edit Operation for Web Service Hosting Communication Point

a ~
Q Web Service Hosting Communicaticn Peint Configuration g

wieb services are created in the Rhapsody Web Services Manager

Vieb Service: | PatientLookupService

Cperations | Timeouts |

<1 Add Operation <} Edit Operation 4} Remove Operation

MName # Input Outpt Fault

o ] lookupByMame SOAP Envelope->Message Body Message Body->S0AP Body Build Using Template

| OK || Concel

vitalcenter ABgeEu=N
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Edit Parameters for Web Service Hosting Communication
Point

Gl Operation Parameter Mapping - GetpatientlD @

Input | Output | Fault

Configure how outgoing Rhapsody messages are transformed into SOAP responses.

Mode [Constn.lct SOAP body contents using a template and values from the Rhapsody message body and properties

Template

<get:GetpatientIDResponse xmlns:get="http:!//localho=st:3880/zervices/Get »
<!--Cptional:-->
<get:PatientID>string</get:PatientID>

</get:GetpatientIDResponses

< | i +

Content Insertion

Source Type Property Name Contert Type Target XPath -
» Body A Text //get:PatientID

* || - =

4

[ oK [ Cancel

vitalcenter ABgeEu=N
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Communicating with Web Services (Web Service Client)

Top-down approach
* Uses an existing Web Services Description Language (WSDL).

e The WSDL is imported and is used to generate the Web service configuration.
You can then modity the configuration, and your changes will be reflected in the
WSDL that is hosted by Rhapsody.

Bottom-Up approach

* The bottom-up approach does not require a WSDL.
* Instead you create a new Web service, and configure all the settings manually.

* We recommend this approach when exposing an existing Rhapsody route as a

Web service.

vitalcenter ABgeEu=N
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Web Services Client Configuration
* Connects to Web Services hosting by WSDL or by manually configuring

the settings

G“ GetPatientID Properties @

General | Management IConﬁgumtion | Motes IScheduIing | Message Tracking I.Mu.l:-cilialr_\,r F|Ies|

— General Settings Nane G
. Type Web Service Client Stopped
_ Op erathﬁS General Properties
Connection Mode [Out—:=|n ']

Startup State [Manual Restart Required v] Start only if previously running
e In-Onl
y Number of Connections 1 - Idle Timeout {ms) 0 =z
Dutgoing Meszages Send via first available connection
* Request-Response
Input Message Encoding Unlenown # Mot Set -

— Endpoint

Connection Retries

Retry Type Initial Retry Delay (ms) 5000
Mumber of Retries h = Madimum Retry Delay (ms) | 300000
Fletries Per Message Irfirite:

Fletries Exceeded Action
Included Messages
Out->In Properties
Response Timeout (ms)
Retry Count

Fail Action

Shutdown Communication Point

Response Messages Only

60000 =] []Suspend message timeout once
response is received

Infinite

[Send message to emor queus -
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Edit Operations for Web Services Client

<4 Operation Editor @
Operation
Name:  GetpatiertID *  Namespace: hitp://localhost:8880/services/Get Patient|D
Mode: [Hequest-ﬂesponse *| SOAP Action: um:GetPatient|D |
Request WS-Addressing Action:  um:GetPatient|D [C] Enable MTOM

Request | Response | Fautt

Configure how the outgoing SOAP reguest is built from the Rhapsody message.
Mode: [Use the Rhapsody message body as the contents of the SOAP body v] r
Template I

<get:GetpatientID xmlns:get="http: 80/services/GetPatientIl «
<!-—Optional:——> ‘_‘

<get:FirstName>string</get:FirstName>
<! -——Optional:——>
<get:LastName>string</get:LastName>
< /et :Getnatient Ty
'l

1 | +

Content Insertion

Source Type Property / Field Name

* ] =] [ I =]

Target XPath

Signing / Encryption

Edit Signing and Encryption Paramete

s

The signing and encryption options are only available when using the asymmetric or symmetric security bindings.

TR T T

[ ok [ Cancel

vitalcenter ABgeEu=N
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IHE Toolkit

* Optional add-on to Rhapsody 5, which simplifies the understanding and

implementation of IHE-based regional integration efforts
e The IHE Toolkit includes:
— Five new filters and one new communication point
— Sample configurations showing the usage of typical IHE scenarios
— Documentation explaining IHE

e Allows users to rapidly IHE enable your products or network without costly

development or needing to understand the complexity of IHE specifications

¢ Keep up to date with the latest healthcare standards with new versions of the

IHE Toolkit
IHE - ¥DR Recipient

IHE - XD'S Consumer
IHE - DS On Demand Documen...

IHE - XDS Repository PY-IE=N

IHE - XD5/XDR Source
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Monitoring Web Services in Rhapsody

* Monitor web services in web management console
* Access to WSDL

 Start/Stop Webserver

* Messages Sent and Received

* How long the Web service has been 1idle

N\

P

) 2
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Meonitorini H
Pl Web Services (2)
Engine Monitor
Communication Points » Running (2)
Routes
- ] Web Service Action Port Protocal Received Sent
Web Senices
System Monitor [ P DiagnosticSeniceSectorlD Restart 10001 HTTP 24436 23,
S e ] P OrderTestSenice Restart 8850 HTTP CH
Hold Queue

Uptime
009 8 hours
64 8 hours

Q
ldle Time WSDL
8 hours WSDL
8 hours WSDL
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For the Galen take on industry news, EHR
developments, interesting solutions we have developed,
and new Galen products check out our blog...

embrace the new iki VitalCenter Galen Healthcare Solutions
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The Three Types of Organizations that Need New EHRs Sign up

Posted by Christopher.Libby on February 18, 2013 under Business Intelligence, Data

Conversion, Electronic Health Record, General, Healthcare [T, Implementations, Industry Email:

News, Meaningful Use, Uncategorized Edit Submit]

The era of electronic health records has arrived and opportunities for innovative uses of data are plentiful for

providers and vendors alike. Fueled by financial incentives from the government as well as meaningful use Search for:

requirements, organizations that best position their data to help providers deliver patient centered care will Search
flourish. Physician organizations are also becoming larger through growth, acquisitions, and mergers

These growth milestones provide organizations opportunities to reflect on the capabilities of their current

medical record system in order to decide if their current system will keep them competitive in the future Tags

These are the three types of organizations that will be purchasing a new Electronic Health Record (EHR) =

system in 2013 Adoption A”SCI’IptS

The Hew EHR Adopter Allscripts Consultants

Allscripts Conversion AI ISC rl ptS
Buying a new EHR is not cheap which may explain why

many smaller physician practices have held out on the E nte rp rlse E H R

Alscripts PM Business Continuity

providers are attesting to Meaningful Use in the US Business Intelligence Clinical
However. government mandates and incentives are forcing Conversion ConnectR Crystal
praviders to overcome their resistance to EHRs. While Reports Custom REPOI‘[S
larmar mrarticae initiallc land tha mharan indn tha diaid -l — - . -

blog.galenhealthcare.com

vitalcenter ABgeEu=N
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Thank you for joining us today, for additional
assistance....
You can contact us through our NEW website at

www.galenhealthcare.com

\ { Blog | Wiki | Webcasts | Forum M

(% ) \=
~ HEALTHCARE SOLUTIONS

Who We Serve Products & Services » Knowledge Center » Company »

» —_—1 About Us

vitalcenter”

Using Patent Pending technology,
VitalCenter™ is a client-server application
that provides physicians critical patient

Executive Team

Careers

Welcome to the

galenhealthcare

Flrm Mome*

BLOG

Creating and Applying Custom “Hold For®
Reasons

WIKI
eCalcs — Integrated Health Calculators

EVENTS / WEBCASTS

February 20, 2013 2:00 pm - 3:30 pm
Rhapsody — Introduction to the Rhapsody

Integration Engine

DEVELOPER FORUM

Galen Healthcare Solutions i
premier solutions and suppol
That's why we've redesignedy
overall experience with our ¢
"mega-menu" functionality th
information you need with fe
Wiki content in the new Kno

expertise at your fingertips. It§
information you need to be s

Last Hainw®

Company*
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