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CHANNEL METADATA

£ N, 17
| = — — == - L= Custom Metadata
1 Addimportant data to channel map variables for use as me: e metadata JavaScript
. per P ssad ? Column Name Type Variable Mapping [ Add ]
Step\‘ PATIENT_ID STRING ~ PatientID
1 var patientId = msg['PID']['PID.3']['PID.3.1"].toString(); ATTEMDING_PHYSICIAN  STRING  AttendingPhysician
var attendingPhysicianlastName = msg[ 'PV1'][ 'PVL.7"]['PV1.7.1"].toString(); INSURANCE STRING w InsuranceProvider
var attendingPhysicianFirstName = msg[ 'PV1']['PVL.7"]J["PVL.7.2"].taString();

B

var insuranceProvider = msg[ 'IN1']['IN1.4']['INL.4.1"].teString()

/¢ save to channel map variables the dota that we want te serve as message metadata
channelMap.put('PatientID’, patientId);
channelMap.put('AttendingPhysician’', attendingPhysicianFirstName + " "
% channelMap.put('InsuranceProvider', insuranceProvider);

RS = L I PO K

+ attendingPhysicianLastName);

Add clarity to your message logs and minimize data storage needs

S conne
Start Tme: | | =) [] recenveD Current Search
; - [] TRANSFORMED oo R—
End Time: | (2 [] FLTERED t3 . ol EER
Text Search: | [[] aueveo ny) to (any) |2 Page 1| of 1 @
[ £ [] sent Statuses: (any l—‘
Page Size: [20 ] [ Advanced... ] [ Reset ] [ Search ] [ ERROR )
1d ] Connector ] | Received Date PATIENT_ID ATTENDING_PHYSICIAN | INSURANCE
= 19 Source TRANSFORMED = 2016-06-24 13:37:51:387 | 22333 John Doctor Medicare
Send HL7 to external vendor SENT 2016-06-24 13:37:51:393 | 22333 John Doctor Medicare
= 18 Source TRANSFORMED  2016-06-24 13:37:24:727 | 31231 Nurse Test Blue Cross Biue Shield
Send HL7 to external vendor SENT 2016-06-24 13:37:24:737 | 31231 Nurse Test Blue Cross Blue Shield
= 17 Source TRANSFORMED 2016-06-24 13:36:44:177 | 1234 John Doctor Blue Cross Blue Shield
Send HL7 to external vendor SENT 2016-06-24 13:36:44:183 | 1234 John Doctor Blue Cross Biue Shield

PERFORMANCE TWEAKS
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CHANNEL METADATA ™

But most of all, speed up your message searches big time.

gwsn i M Advanced Search Filter F () B

Select All | Deselect Al

Send HL7 to external vendor SENT

Send Attempts

- ¥ Id | Current Connector Name | Included
End Time: _ M 1 SendHL7 to external vendor
Text Search: | — Deleted Connectors
Page Size: |20 | |[ Advanced... ]l[E
Id | Connector |
= 19 Source | Message Id | - | |
Send HL7 to external vendor SENT Original 1d | . | |
= 18 Source TRAMSHF|
Send HL7 to external vendor SENT Import Id | - | |
2 17 Source TRANSH| Server Id |
o - | B

Messages \Mappings \

a

a

a

f

a

Has Attachment:  []
Has Error:  []

(@ Raw () Transformed () Encoded Content Type | Containg [ New ]
MSH| *~%&|Mirth Connect|Galen Healthca
PID||1234] 22333] 1234] Test Patient L] |
PV1|1l|Outpatient|General Practice||]]
TH1| 1|00l [Medicare| 10l Huntington AW
Metadata Operator Value | Ignore Case [ Mew ]

INSURANCE * CONTAINS * Blue Cross 1

PERFORMANCE TWEAKS



INCREASING HEAP MEEMORY

Mirth Connect Server Manager

Service \\‘ Server\\‘ Dat{ Web Start Settings ﬁﬂ

2 Web Start Settings /
Restait Res Max Heap Size: |512MB = =

MNote: The Administrator may fail to start
Stop Stoy if the max heap size is set too high.

Refresh Ref

Start Mirth Connec! gewer Hanager on sys!em s!ar!up

-~
/
(aminsner] (7] &

The Heap Size is the amount of memory
made available for your Mirth Connect
front end application. This plays a role

especially when searching for messages

in channels with lots of traffic.

—GALEN

Service | Server \\‘ Database \ Info \

Web Start Port: 8080

Administrator Port: 8443

Server Memory (mb] 255

Main Log Level: |[ERROR
tabase Log Level: ERROR

Channel Log Level: DEBUG

Log Files: mirth.log |
mirth.log.l E
mirth.log.10 |
mirth.leall b

The Server Memory setting dictates the
amount of memory that Mirth Connect
as an engine will be able to use in the
background. This allows Mirth to
process large messages and handle
heavy traffic.

PERFORMANCE TWEAKS
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ENCRYPT PLAIN-TEXT CONFIG PASSWORDS

Mirth Connect Server Manager g 65 ¢
6 s Jjdbg:derby:S{dir.appdatal/pizth ue
3 idhs Ies
£ ¢ il o= [
Service | Server | Database | Infol : $ idbc:oracle B
. ] F 3 v 1dbs:lsds:sgls 2 localh 11433/ mirthdb
Type: sglserver - 7 database.url jdbc:jtds: Lver: c £:1433 rth
URL: jdbc:jtds:sglserver:/flocalhost: 1433 /mirth B A i e st d - e .
¥ 4d WeAy S oo &4 &y VPECAL i <<
Username: sa § #database.driver =
| -
Password: resesssssssssssessnne o o e y
# maximum number of connectiocons allowed for the connection PCOL
database.max-connections = 20
§ database credentials
3 -~ : . database. username =sa
. Administrator | [ ok H Cancel } Apply )
81 | database.password =Im a Plaintext Password
33 # Enabled encryption of properties with passwords.

Add this to your mirth.properties file and
restart the Mirth Connect service.

B § database credentials
B3 database.username =33
A4 database.password ={enc}O08HCUSpgBBesWegwE+nTaZ2Qa8AUNLoYwChecqgk]j yWpsM=r\n

SECURITY IMPROVEMENTS
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ENCRYPT MESSAGE STORAGE

Message Storage Message Pruning
B Development Metadata:
Conkent: Al (®) Store indefinitely )
Metadata: All () Prune metadata older than For added secu r|ty, YOU can
Durable Message Debvery: O Contert: encrypt message content
performance; | P (®) Prune when message meta .
I j Encrypt MEssane cortent I ‘ |_‘_ ) Prune conkent older than Sto red I n the data base .

I_'I |
L] Remave cankerk on com Encrypt message content that is stored in the database. Messages that

["] Remave attachments onl are stored while this option is enabled will still be viewable in the
message browser, but the content will not be searchable. )

4 ¥ The algoricthm to use for er

wcryption (DES, AES, £Eg.)

25 encryption. algorithm AES

¥ The key length

If you Choose to use this EﬂcI}’F:lE:.E;’leﬂqth 256
feature, add these settings to B . accrvbcion of exeort/imort throodh the Adalnistratos
¥ Enables encryption/decryption of export/import through the Administrator.
your mirth.properties file and . encrypeion.export = 1
restart the erth service. 33 # The algorithm to use for cne-way hashing (MDS, SHA, egc.
4 digest.algorithm = MDS
$ The security provider to use for all spcryption and hashing.
T security.provider = org.bouncycastle.jce.provider.BouncyCastleProvider

SECURITY IMPROVEMENTS



File Tools Examine Help

&ﬁf C:\Program Files\Javajdk1.8.0_20%jre\lib\security\cacerts - Portecle

File Tools Examine Help

(=[x o]

HEIREIE AT

Alias Mame

[ Last Modified

-
gﬁf Open Keystore File

[SS5)

Look In: ||j security |V| E
cacerts|
Password for Keystore “cacerts’ ﬂ
" Hll
Enter Password: |""""| chanqeut |
| oK | | Cancel |

File Mame: |cacerts |
Files of Type: |Keystore Files (* ks;* jks;* jceks;*.p12;* pfic* bks;* ubr;cacerts) |"

addtrustqualifia &T Import Trusted Certificate -

|| anias Name | Lastmiogified
acdtnustclassca May 2, 2006 85024 AN EDT
addtrustexternal —_——

ense ===

affirmirustcomn

affirmirustnetwe LookIn: |Cert

affirmtrustpremi

affirmirustpremi
aolrootcal

aolrootcal

baltimorecodes
baltimarecyber
buypassclass2
buypassclass3
camerfirmachal
camerfirmachal

cacert.pem

=] camerfirmachal
= File Mame: \cacen.pem

certplusclass2

certplusclass3g)| Files of Type: ‘X.EUQ Certificate Files (*.cer;™.crt*.cert™ pem) |v|

cerfumca
certumirustedn
chunghwaepkir

comodoaaaca
il

Summary \Souroe " Destinations \Scripis \

Status |

Destination

o Enabled Destination 1

Connector Type:  |HTTP Sender -
Destination Settings
Queue Messages: () Never () On Failure (O) Always

0 Retries

Advanced Queue Settings:

Validate Response: () Yes (3 Mo

HTTP Sender Settings

URL: |ﬁhtﬂ:s:leaceﬂmhere-messages—are-going.oom

| [ Test Connection

Use Proxy Server:  (_) Yes (3) No

SECURITY IMPROVEMENTS
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FUNCTIONS TO CODE TEMPLATES """

Name = | Name
= Miscellaneous 0 Format patient date of birth in HL7 standard
Format Date For HL7 Converts ;
.
Step
1Library, 1 Code Template 1 // Copy the incoming HL7 message to a variable we can manipulate
~ 2 tmp = msg;
3
Library: [Miscelaneous | 4 // Change patient date of birth from YYYY-MM-DD HH:MM:SS format to YYYYMMDDHHMMSS
Type:  |Function - 5 var patientDateOfBirth = msg['PID']['PID.7'1['PID.7.1"' ] tostring(i;
Code: g/ & wvar patientDateOfBirthInHl7Format =[f0rmatDateFor‘H1?(patientDateO‘fBirth),‘|
2 Converts a date in the YYYY-MM-DD HH:MM:55 format to the HL7 standard (YYYYMHDDHHMMNSS) U . . .
3 & // Place newly formatted date of birth in the outgoing HL7 message
4 {String} dote - string representing date in YYYY-MM-DD HH:MM:55 format 8 tmp['PID']['PID.7']['PID.7.1'] = patientDateOfBirthInHl7Format;
5 {String} return string represting daote in YYYYMHDDHAMMSS format (HL7 standard) 10
& '
7 function| formatDateForHl7 (datetime)
8E{
9 /4 If the value given is an empty string return an empty string
10 if (datetime.length <= @) = | MName
i}‘ return 0 Format insurance expiration date in HL7 standard
2
13 /4 Check that the given timestamp is at least 19 characters long (YYYY-MM-DD HH:MM:55) ~vw
14 if (datetime.length < 13) step
15 throw ("Code Template formatDateToHl? - Error: Given datetime of " + datetime + " does not ™ + 1 // Copy the incoming HL7 message to g variable we can manipulate
& "have at least 19 characters. Format should be Y¥YY-MM-DD HH:MM:SS[.088]"); 2 tmp = msg;
17 3
18 var year = datetime.substr(@,4); 4 // Change insurance expiration date from YYYY-MM-DD HH:MM:SS format to YYYYMMDDHHMMSS
19 var month = datetime.substr(5,2); 5 wvar insuranceExpirationDate = msg[ "IN1'][" 1L : i A
20 var day = datetime.substr(s,2); 6 var insuranceExpirationDateInHl7Format =|formatDateForHl7(insuranceExpirationDate);
21 var hours = datetime.substr(11,2); 7
22 var minutes = datetime.substr(14,2); 28 // Place newly formotted insurance expiration date in the outgoing HL7 message
23 var seconds = datetime.substr(17,2); 9 tmp["INL'"]['IN1.13"]J["IN1.13.1'] = insuranceExpirationDateInHl7Format;
24 10
25 var formattedDate = year + month + day; 11
26 12
27 /4 only include the time if there was one provided
28 if (hours != "88" || minutes != “@8" || seconds != "@@")
29 formattedDate += hours + minutes + seconds;
30 .
% return fornattedDate; Also lets you keep your channels simple by
< 1
X

moving long and complicated code out of

Allows you to edit a function in one location instead of having them and into the code templates screen.

to make changes in every channel where you are using.

PROGRAMMING SUGGESTIONS



MODIFY AN HL7 MESSAGE WITH DATABASE DATA

# | Name
0 Find the patient's MRN from our database and add it to the HL7 message N
ame
— Get Database Connecti Retu
SteD\‘. et Database Connection eturns a
1 // Open a database connection 1Lbrary, 2 Code Templates
av
2 war dbConn = GetDatabaseConnection();
3 Library: [MiSCE”EFIEOLIS V]
4 // Pull the patient ID in the incoming HL7 message Type:
5 war patientId = msg['PID']['PID.3"]['PID.3.1"].toString(); Code: [1g /=
& 2 Returns o daotaobase connection object used for guerying doto
7 // Build a query to find this patient's MRN in our table 3
2 wvar sqlQuery = 11 . {DatabaseConnection} returns a DatabaseConnection object
9 " ; r—_— G
- "SE'ECT Patler?tl mn .+ . . 6 function GetDatabaseConnection() {
10 FROM dbo.PatientRegistration + 7 // These variables are defined in Mirth's (Deploy)} Global Script
11 "WHERE id = '" + patientId + "'"; 8 return DatabaseConnectionFactory.createDatabaseConnection(
2 9 %('sqlServerDriver'),
13 // Execute the query L $( databaseurl’),
14 war gqueryResults = dbConn.executeCachedQuery(sqlQuery); i} gE‘SZEZE:z:gZEZZEIZ,B.
15 . W H
13 )

16 // Check if a row was found containing the patient
17  if (queryResults.next())

126 { Using a code template for database connections

19 /4 Pull the MRN (a string) from the query results

20 var patientMrn = gqueryResults.getString('PatientMrn’);

21 MSH| “~%&|Mirth Connect|Galen Healthcare Solutions|Your Hospital|General Pr
fi 't"’ save the incoming HL7 message to the transformation variable PID|||15159465-B520-4D5F-8EE2-07ALAE 249560 | | Test”Patient L] | 19911006 M| || 7
2 mp = mMsg; ) )

24 P B PV1| 1| Dutpatient|General Practice||||Doctor@@obm| |10 ISSE5451 1010111
25 /¢ Add the MRN to PID 4.1 IH1| 1| 001]|Blue Cross Elue 3Shield]l0l Huntindton Avenue”"Boston MA~0Z199] |
26 tmp[ "PID' ][ 'PID.4']['PID.4.1"] = patientMrn;

27 1

} Incoming HI7 Message (note PID 4 is blank)

Source Transformer Javascript Writer
MSH| “~%&|Mirth Connect|Galen Healthcare Zolutions|Your Hospital|General Pr
PID|||15159465-B820-4D5F-8BE2-0741AE240560 ] 1234 Test Patient L] | 19911006 X
SELECT Id, PatientMrn FROM dbo.PatientRegistration PV1| 1| Outpatient|General Practice| || |Doctor™d TELLLLEL LR s2asasyintiinig
TH1|1|001] JBElue Cross Blue Shield] 10l Huntingtoly Avenues**BostonMA02199]]

Transformed HI7 Message (PID 4 now has the PatientMrn)

PatientMm

f1234

1 15159465-B820-4D5F-8BE2-07ATAEZ24956C

The row in our table we want to query

PROGRAMMING SUGGESTIONS



COMMON CHANNEL SETTINGS ™"

[

W La fa

Summary " Source \Desﬁnaﬁons \Scripis \

Connector Type:  |Database Reader -

Polling Settings

Schedule Type: Mext poll at: Thursday, Jun 23, 1:01:10 PM
Poll Once on Start: () Yes (3) No
3
Source Settings

Source Queue: [OFF (Respond after processing) V]

Interval: | 5 | [semnds

Response: [None V]

Process Batch: () Yes () No

Max Processing Threads: I:I

globalMap.put( 'databaseUrl’, 'jdbc:jtds:sglserver://mirthserver:1433;databaseName=mirthdb'});
globalMap.put( 'databaselsername’, ‘mirthuser');
globalMap.put( 'databasePassword', 'mirthpassword');

Summary * Source \Des

Polling Settings

Poll Once on Start: ()

tinations \Scripis \

Connector Type:  |Database Reader -
Schedule Type: Mext poll at: Thursday, Jun 23, 1:06:35FM

Yes (3) No

Interval: | 5

| [semnds

3 (A

Source Settings
Source Queue

Response

Database Reader Settings

Process Batch:

Max Processing Threads:

: [OFF (Respond after processing) V]

: [None V]

() Yes (3) No

Driver: [SQL Server [Sybase V] [ Insert URL Template ]
URL:  [${databaseUrl}
Username: |${databaselsername}
Password: ${databasePassword}
Use JavaScript: () Yes (3) No
Keep Connection Open:  (3) Yes () No
Cache Results:  (3) Yes (C) No

Database Reader Settings

Driver: [Please Select One

V] [ Insert URL Template ]
URL: |[${databaselirl} |
${databasePassword}

Username:

Password:

Use JavaScript:  (T) Yes (8) No
(@) Yes (C)No
(@) Yes (C)No

Keep Connection Open:
Cache Results:

PROGRAMMING SUGGESTIONS
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Seript: # | Cperator
1 // 5et the names for the production and test Mirth environments 0 w Filter Destination in TEST Ervironmment
2  wvar productionMirthServerName = 'PRODSERVER';
3 wvar testMirthServerMame = 'TESTSERVER';
4
5 // Get the name of this server running Mirth F .
& wvar serverName = Packages.java.net.InetAddress.getlocalHost().getHostName(); RLIlE"Ill
& // Gemeral database comnectien information 1 1.|.' |:$|: 'systanEnuir"onment ':| - 'TEST ':|
9 globalMap.put('sqlServerDriver', 'net.sourceforge.jtds.jdbc.Driver'); .
a0 2 return false;
11 // Set server specific variables ic] else
12 if (serverName == productionMirthServeriame) 4 return true-l
1359 { !
14 globalMap.put('systemEnvironment', "PROD');
15 globalMap.put('databaseUrl', 'jdbc:jtds:sqlserver://prodserver:1433;dat;
16 globalMap.put('databaseUsername’, 'mirthuser');
17 globalMap.put('databasePassword', 'mirthpassword'); b Programmatlca”y dICtate deSIred
18 1}
19 else if (serverName == testMirthServerName) beha\”or based on server names rather
203 {
21 globalMap.put('systemEnvironment', "TEST'); than manua”y maklng Changes to
22 globalMap.put( 'databaseurl’, 'jdbc:jtds:sqlserver://testserver:1433;dat;
23 globalMap.put('databaseUsername’, 'mirthuser'); Channels between development and
24 globalMap.put( 'databasePassword', 'lAc#jkas7lez');
25 |} production environments.
26 else
278 { * This eliminates potential for human
28 throw "FATAL ERROR: The server launching Mirth is unrecognized. Look at
29} error when exporting channels from
30

development environment to
production.

PROGRAMMING SUGGESTIONS



ROUTING A MESSAGE TO OTHER CHANNELS

Status Data Type | Name - 1d
@ Enabled Message Routing Example F0cDal 1e-7d26-4c3a-b7458-3e 48cd 249echd
o Enabled HLTv2.x 3| Update Patient 92b11d53-fad5-455a-bb 14-da38be986405
- NN N — —
' Enabled HL7w2.x 5 GetPatient Status 2593837b-02f7-46dd-b621-7f255c43baas
' Enabled HL7v2.x 3| Create Patient c6eef31d-0006-4108-9105-3a4%bebs5cac
- O

Summary | Source | Destinations | Scripts |

Stabs | Destination
o Enabled  GetPatientStatus

Connector Type: | Web Service Sender =
Destination Settings
Queue Messages:  (3) Never (O) On Falure () Always

# | Mame Type
Advanced Queue Settings: EORe!ﬁes 0 Route message to correct channel based on response JavaScript
Validate Response: () Yes () No e
h snep‘\
Web Service Sender Settings 1 // Check Web Service response for indication if patient exists (this is a hypothetical example)
WSDLLRL: |{somehmadd‘esshe(e} 2 if (msg['ResponseMessage’] == "Patient Already Exists™)
Service:  [{some service address here} 30 {
. — 4 // Since patient exists, route message to the Update Patient channel
Port/ t:[{some port here} 5 router.routeMessageByChannelId( '92b11d53-f9d5-455a-b614-da38bedB86485 ", connectorMessage.getRawData());
c - S —— -
Location URI: |{samelRIhue} & }
Sacket Timeout (ms): 30000 :Ezlse
Authentication: () Yes @ No ] // Patient does not already exist, so route message to Create Patient channel
10 router.routeMessageByChannelld( ' cGeef31d-2806-4185-9185-3a49bebs5c9c’, connectorMessage.getRawData());
11 } O N —— -

Invocation Type: () Two-Way () One-Way
Operation: [Press Get Operations -]

SOAP Action:  [GetPabentStatus
SOAP Envelope:

<soapenvi:Envelope xXmlns:soapenv="http://schenas.xulsoap.org/soap/envelope/|
<soapenv:Header />
<soapenv:Body>
<ns:SearchClient _Input>
<pez:NeszageContextInput FrogramID="" />

] T

PROGRAMMING SUGGESTIONS
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KNOW THE REASON FOR FILTERING 7

# Operator

If you use a lot of filters, Mirth Connect

Mar
o = Filter message if patient has no sacil security number currently does not tell you which filter was
1 AMND w Filter message if patient has no date of birth . H . .
triggered. If that information is useful, here
F . . .
Rule | is a custom way of showing that.
1 var date0fBirth = msg['PID']['PID.7"]['PID.7.1"].toString();
5 if (dateOfBirth == "")
40 { Custom Metadata
5 channelMap.put("FilterReason”, "DOB Missing"); filoniis Type Variable Mapping (L Add |
= PATIENTINTERMALID STRING w PatientInternalld
] return false;
- 4 FILTERREASON STRING  FilterReason
‘ ¥
2 else
2 {
10 return true;
1 3
12
S
Start Time: | [,Jl | [] RecEnED Current Search
] TRANSFORMED Max Message Id: 7
End Time: | [,J l ll [] FILTERED Date Range: (any) to (any) Results 1-7of 7
Statuses: (any)
Text Search: | | ] aueven Connectors: {any) Page of 1
[ senT
Page Size: |2|J | [ Advanced... ] [ Reset ] [ Search ] [JerroOR
Id | Connector | saws | Received Date Response Date PATIENTINTERNALID || FLTERREASON |2
=7 Source TRANSFORMED  2015-06-23 14:00:37:020 2016-00-23 14:00:37:650 2E639DE2-96B9-425E-8.. = -3
Save Information to Clinical Database SENT 2016-06-23 14:00:37:030  2016-06-23 14:00:37:047 2E039DEZ-9689-425E-5.. -
[ Source FILTERED 2016-06-23 13:58:46:653  2016-06-23 13:58:46:663 = DOE Missing
Source FILTERED 2016-06-23 13:57:55:033  2010-00-23 13:57:55:643 - 55M Missing
= 4 Source TRANSFORMED  2015-06-23 10:35:04:420 2016-06-23 10:35:04:440 72DF6696-6219-94D63-B.. =
Save Information to Clinical Database SENT 2016-06-23 10:35:04:437  2016-06-23 10:35:04:437 72DF6695-6219-9D63-B.. -

PROGRAMMING SUGGESTIONS



USING A JAVASCRIPT LIBRARY TO ENCRYPT FILES

Mame
Save Message To Encrypted File
Load CryptoJsAes Library Name
5 bl ToE ted Fil
1 Library, 4 Code Templates ave Message 1o Enervp e
Load CryptoJsAes Library
.
1Library, 4 Code Templates
Library: [Miscellaneous v] aAY
Type: [Functior‘l '] Library: [Misoellaneous v]
Code: 1 function saveMessageToEncryptedFile(xmlMessage, globalMessageId, folder) Type:  [Function -~
20 1{ Code: 1  function LoadCryptolsAes()
3 /7 Name the file after the Message ID g {
4 var fileMame = gleobalMessageId + '.xml'; = /*
5 4 Cryptols v3.1.2
a 5 code. google. com/p/crypto-js
f Cregte gnd map the encrypted, transformed (XSLT reduced) message. z (C) 2609-2013 by Jeff mott. ALL rights reserved.
! var CryptolS = LoadCryptolsfes(); 7 code. google. com/p/crypto-js/wikis/License
8 var plaintexiMessage = xmlMessage.tostring(); 8 ®f
g var password = "ASDSADSTBE7E6SOXKAKSDOWESSAGE1" ; am var Cryptels=Cryptols||function{u,p){var d={},1=d.lib="
10 var encrypted =|CryptoJS,AE5,Encrypt(plaintextMessage) password) ; | 10E r=l.WordArray=t.extend({init:function(a,c){a=this.word:
1 119 32-8%(c¥4);a.length=u.ceil(c/4)},clone: function() {var :
b d . d b ‘L 12 2),16)<<24-4%(§%3) sreturn new r.init(e,c/2)}},b=w.Latis
L // Create le write encrypted byte array t? _-fl £ 1323 q=1.BufferedBlockAlgorithm=t.extend({reset:function( )i
13 var pathTolriteGetMfResponseTo = folder + "/"; 140 a._data=this._data.clone();return a}, minBuffersize:@}]
14 var finalAbsoluteFinalPath = pathToWriteGetMfResponseTo + fileName; 15 e)).finalize(b)}}});var n=d.algo={};return d}(Math);
15 16E (function(){var u=Cryptols,p=u.lib.WordArray;u.enc.Bas¢
16 FileUtil.write(finalAbsoluteFinalPath, false, encrypted.toString()); |
17 |}
18

PROGRAMMING SUGGESTIONS
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MESSAGE STORAGE ImpacT Z2-EM

Message Storage 8X Message Storage
B Development 1 Production 5X
Content: All | Content: Raw, Encoded, Sent, Response, Maps
Metadata: Al B~ Metadata: Al
Durable Message Delivery: On Durable Message Delivery: On
Performance: | Performance: |
|:| Encrypt message content |:| Encrypt message content
[[] Remove content on completion [[] Remove content on completion
1 [] Remove attachments on completion 1 [] Remove attachments on completion
Uses the most disk space which Preserves essential troubleshooting
also slows processing time. data. Pair with pruning options to
keep disk usage in check.
Message Storage 1X Message Storage
M Raw Metadata
Content: Raw Content: Mone
Metadata: Al Metadata: all
1) Durable Messaae Delivery: Reprocess only Durable Message Delivery: Off
E Performance: | Performance: |
|:| Encrypt message content
[[] Remove content on completion
L [[] Remave attachments on completion
Stores just the original source Deletes everything except what you
message. No mapped variables. see on the channel message log.
Reprocess a message when you Cannot reprocess a message.

need to troubleshoot one.

MAINTENANCE STRATEGIES



DATABASE BACKEND

Databese [ info Dotcbese [ 1o
Type: derby v: Type: =sglserver v:
URL: |jdbc:derby: §{dir.appdata}/mirthdb;create=true URL: |jdbc:jtds:sglserver: fflocalhost: 1433 /mirthdb
Username: Username: mirthuser
Passwaord: Password: (essssssssssss
Administrator [ Ok ] [ Cancel ] Apply Administrator [ Ok ] [ Cancel ] [ Apply ]
Default Setting Preferred Configuration

* The default Apache Derby option is for quick deployment and testing.

* Mirth Corp recommends PostgreSQL, MySQL, Oracle, or SQL Server.

* These offer better performance, disk space efficiency, backup options,
security, etc.
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PRETTYPRINTXML

1 war xmlData = connectorMessage.getRawDatal);

2  wvar xmlDataWithPrettyPrintFormatting = XmlUtil.prettyPrint(xmlData);

3

4  channelMap.put( ' SourceXmlUnformatted’, xmlData);

5 channelMap.put( ' SourceXmlPrettyPrintFormat’, xmlDataWithPrettyPrintFormatting);

o b '
M Mapping Value - -" — ﬁ [T Mapping Value - - — M
<entry typeCode="DRIV"= =
<entry typeCode="DRIV"> <substanceAdministration dassCode="SBADM" = <substanceAdministration dassCode="SBADM" moodCode="EVN">
moodCode="EVN"=> <templateld root="2.16.840.1.113883.10.20.1.297> <l <hEFﬂD|E‘?EId_F°°t=_'2_- 16.840.1.113883.10.20. 1.247>
Medication activity template —>  <id root="IDGoesHere™/>  <text><reference :i!;r::tdf_?;g;:;::gﬁmpbm -
value="#ReferenceGoesHere™> < reference > <ftext>  <statusCode code="active”/> ctexts
<effectiveTime = <period value="8"unit="n"f>  </effectiveTime>  <routeCode <reference value="#ReferenceGoesHere™/ >
code="TPINHL" codeSystem="2, 16.840.1.113883.5.112" (| <ftext>
codeSystemMame ="RouteOfAdministration”™ displayMame ="Inhalation, oral”f= | <statusCode code="active’/>
| | «doseQuantity value="2"f>  <administrationUnitCode code="415215001" W <Ef:$:§ﬂ$$:w value="6"> |
codeSystem="2.16.840. 1. 1138583.6.96" displayName="Puff"/>  <consumable > i <feffectiveTime>
o |<manufacturedProduct: <templateld root="2, 16,840, 1. 113583, 10,20.1.537> I <routeCode code="TPINHL" codeSystem="2. 16.840. 1. 113883.5.112"
<1-—-Product template —> «<manufacturedMaterial = <rode code="307732" C°dEi“;;’::g::nz;ﬁ";l‘i92&:{2‘”'5”3“0” displayName="Tnhalation, oral’/> £
codeSystem="2. 16.840. 1, 113583.6.58" displayName="Albuterol .09 MG/ACTUAT inhalant <administrationUnitCode code="415215001" codeSystem="2. 16.840. 1. 113883.5.95" displayName ="Puff"/ >
solution” codeSystemMame ="RxMorm™= <originalText=Albuterol <ronsumable =
inhalant=foriginalText> <translation code="647298" | «manufacturedProduct >
codeSystem="2,15.840. 1. 113883.6.58" displayName ="Albuterol 0,09 MG/ACTUAT Inhalant <}fmp'a§ﬂd f°°t=|'2- 16.840.1.113883.10.20.1.53"/>
Solution [Pro-Air Albuterol] ™ codeSystemMame ="RxMorm™= < franslation = :m;:;?a;ﬁ;m:;al_:
<frode > <name =Pra-Air Albutercl</name > <fmanufacturedMaterial > — <code code="307782" codeSystem="2. 16.840. 1,113833.6.88" codeSystemName ="RxNorm”
< /manufacturedProduct>  <fconsumable=  <precondition typeCode="PRCN"> = displayMame="Albuteral 0.03 MG/ACTUAT inhalant solution™> —
originalText>Albuterol inhalant < foriginalText: b
-Close
- L
SourceXmlUnformatted SourceXmlPrettyPrintFormat
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10 Tips and Tricks to Make Mirth™
Connect Work for You

By Nate Bessa. Published on May 12, 2015 E

“Best Practices and Vulnerabilities

in Mirth Connect” white paper

Google “Mirth Connect Security
White Paper Galen”

In our last blog post in this series, we introduced the Mirth™ Connect interface engine and discus
/hat we love most about Mirth™ is the brey
u a deeper lock inside the ap
nload our whitepaper.

up against the competition in the healthcare IT spac

tips and tricks segment. For a deeper dive into Mirth™ Connec

s Add channel metadata to troubleshoot faster: You may already be storing useful inform
it, an identifier for a hg

incoming messages in channel variables, such as the MRN of a pa

HTTP response cade of a message you are POSTing via Mirth™. By adding these channel v

metadata of a channel, you can view the values for the riables on the message log scre —GALEN
speed up your searches when using the Advanced search filter and specifying the metadata

MUCH MORE
defined. THANLT.

stom Metadata

e | “10 Tips and Tricks To Make Mirth POSSIBI LY

Connect Work For You” blog post

/", H H H ”
Google “Mirth Connect Tips and Tricks Galen TS
MIRTH CONNECT INTERFACE ENGINE
December 2, 2015

“Mirth Connect - Introduction” webcast
Search “Mirth Connect Galen” on Youtube
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Thank you for joining us today.
To access the slides from today’s presentation, please visit:

http://wiki.galenhealthcare.com/Category:Webcasts

For additional assistance or to request information about our many products and
services, including help with Mirth Connect, please contact us through our website:

www.galenhealthcare.com
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