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Joe Nyiri
» Lead Software Engineer, DevOps

» Software Engineer, Development 2/2014 —
1/2017

« TW Upgrade/Technical Team 3/2011- 2/2014

Business Continuity Planning:

Documentation During EMR Downtime

» Business Continuity vs. Disaster Recovery
» Considerations and consequences regarding EMR downtime
» Downtime prevention and mitigation

A | .I‘r‘ 1R
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Difficulty in the Transition Away from Paper —GALEN

Paper Charts
Not affected by loss of Internet
* No reliance on software
* No interfaces to other systems
e Charts are centrally located

Electronic Medical Record (EMR)

* Increased reliance on technology
* Increased costs (licensing)
e Learning Curve

Confidential © 2017 Galen Healthcare Solutions
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When was your most recent downtime?

Confidential © 2017 Galen Healthcare Solutions
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Business Continuity (BC)

e Business- and people-centric

 How will we continue to meet our business objective (see and
treat patients) during an interruption to our workflow (disaster)?

Disaster Recovery (DR)

« Subset of the BC plan
o Data-centric
* Replicating, storing, recovering, and restoring data

Confidential © 2017 Galen Healthcare Solutions



Defining a Disaster —GALEN

Categorizing Disasters
o Data integrity problem
e Data availability problem (AKA Downtime)
e Environmental problem
* Personnel problem
* Privacy problem

Confidential © 2017 Galen Healthcare Solutions
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Defining a Disaster T

Other Important Variables
e Duration
o Severity
o Patient Scope
e Physical Scope

Confidential © 2017 Galen Healthcare Solutions
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What was the duration of your most recent
downtime?
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Potential Repercussions of Disasters —GALEN

Conseguences of Disaster/Downtime

 Financial

e Downtime costs about $160 per minute. - Daniel Morreale, CIO, Hunterdon
Health System 1/19/2017

e One hour of software downtime can cost a practice almost $488 per
physician. — Mark Anderson, 7he Costs and Implications of EHR System
Downtime on Physician Practices 2/11/2011

S

Cost per hour, per physician when the
EHR system is down

Confidential © 2017 Galen Healthcare Solutions



Potential Repercussions of Disasters —GALEN

Conseguences of Disaster/Downtime

o Patient trust
o Patient safety

Confidential © 2017 Galen Healthcare Solutions



Cost of 1% Downtime (99% Uptime) —GALEN

Step Process Description Sample
Calculate the organization
1 average annual salary plus Include all staff, their benefits and the average salary plus bonuses for each physician.  $2,500,000

benefit costs.

Calculate the average salary Multiply the value in step 1 time 2.15. The 2.15 value is the average cost factor for each $2,500,000 x 2.15 =

downtime cost. minute a computer system is down. $5,375,000
3 Calculate the average cost per Divide the total salary and benefit costs by 2,080, which is the average number of staff $5,375,000 divided by
hour. paid hours. 2,080 = $2,584
Determine the number of hours Most practices are open Monday through Friday 8 to 5. However, physicians need Monday through Friday
4 the physicians need access to  access to the EHR before and after clinic hours. The study assumed 60 hours per week, at 12 hours per day =
the EHR. but your practice need may be less or more. 60 hours
Determine how many hours 1% o/ -
5 downtime (99% uptime) 1% downtime based on 60 hours per week times 52 weeks per year. ﬁg:riz LY IEEA
equates to.
. o .
6 Determine what 1% downtime Multiply results of step 3 by the results of step 5. $2,584 x 31.2 hours per

would cost the organization. year = $80,620 per year

Adapted from The Costs and Implications of EHR System Downtime on Physician Practices by Mark Anderson 2/11/2011 Confidential © 2017 Galen Healthcare Solutions



Defining a Business Continuity Plan —GALEN

Business Continuity Plan (BCP)

 Documented procedures to allow you to continue to see patients
 Who, what, where, when, and why
* Requires maintenance, testing, frequent updates

Confidential © 2017 Galen Healthcare Solutions



HIPAA Assessments —GALEN

HIPAA Security Risk Assessment (SRA)

« Scope as per HIPAA Security Rule
* Administrative safeguards (8§ 164.308)
» Physical safeguards (§ 164.310)
» Technical safeguards (8 164.312)

Confidential © 2017 Galen Healthcare Solutions
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Defining a Disaster Recovery Plan TR

Disaster Recovery Plan (DRP)
e Business Impact Analysis (BIA)
 |dentity/define potential disasters
* Prevent disaster
* Preparing for disaster
e Coping with downtime
e Recovering from disaster

Confidential © 2017 Galen Healthcare Solutions
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Patient Care during Downtime TR

Defining and Documenting Workflows

If patient records are electronic, how do we get patient history,
active problems, medications, etc. when EHR is down?

If the network is down, how do we know the schedule for the
day?

What happens when the issue is resolved and the EHR is
available again?

How are walk-ins handled?

What do we do about prescriptions, lab and order requisitiong?

Confidential © 2017 Galen Healthcare Solutions



Documentation During Downtime —GALEN

Potential Documentation Methods

« Paper forms
 Where are forms located?
* Who maintains form stock levels?
 What to do when EHR is back up?

e Electronic documentation
 What about if the network is down?

Confidential © 2017 Galen Healthcare Solutions



Potential Solutions "G’““LEN

DR and BC Solutions
* High-availability

e Clustered servers
e Server farm

 Virtualization
e Read Only Environment

e DR Environment
e Hot site vs Warm site vs Cold site
» Software-based replication like Zerto

e Redundant WAN
e SAN Replication

Confidential © 2017 Galen Healthcare Solutions



Galen’s BC Solution "G’““LEN

VitalCenter

« Allows providers to continue to see patients in multiple disaster
scenarios - network connection down, EHR upgrade downtime,
server migration downtime, EHR unplanned downtime, EHR
maintenance, EHR performance issues

e Transparent to patients
* Providers can document the visit electronically
o Staff can focus on treating patients

* Provides (by default) charts for last 30 days of appointments,and
next 5 days of appointments

Confidential © 2017 Galen Healthcare Solutions



Galen’s BC Solution —GALEN

Business Continuity Capabilities

“ An afternoon of cancelled
Cluster DB High

vital Rocovery |/ Web | Availability/ | Fequaian appointments is a significant
Networ 2 o o o amount of money. Our
— analysis found that if a
Degranatin o o o o o physician used VitalCenter
3;22%”9“ o () () [ () for 20 minutes to avoid
. o o cancelling one appointment,
Bwitchover Seamloss e | s | Hourts) - the application would pay for
E— itself for the whole year.”’
Hardware
;a”u_re - 9 9 9 9 0 — Michael Hayes, Director of IT, Summit
Spplieation Q (%} (x ) Medical Group
Data Corruption () () 0 0
Cost b HhE b SHEE EREE

Indicates that the solution above only performs in limited scenarios. As an example, with application failure
a hot site would only function if the failure had not been replicated to the hot site servers, which depends an Confidential © 2017 Galen Healthcare Solutions
the hot site configuration and timing of the failure.
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VitalCenter Solution Overview

Allscripts Environmant
Domain Controllers m
AEEHR Web Servers Q 7 kot [
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AEEHR Scan Warehouse Q
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AEEHR Database Cluster Q £ =
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VitalCenter Client Application ™———
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VitalCenter Solution Overview "G’““LEN

VitalCenter Terminal Client

Application installed on staff PCs
VitalCharts are automatically downloaded to PCs

Scheduled VitalCharts allow for patient care even in complete
network downtime

On-Demand VitalChart requests cover walk-ins or chart content
not in scheduled VitalCharts

VitalNote allows for electronic documentation of the visit, even in
complete network downtime

Encrypted, secure, and HIPAA-compliant

Confidential © 2017 Galen Healthcare Solutions



VitalCenter Solution Overview

- VitalCenter
AERE =

Home | “Our organization is reliant on the information contained in the EHR,
- ’:‘ @ ﬂ EAI e O and it is my group’s responsibility to ensure access to that information.
we Copy || Document | Revest [| T 2 New  Haiory || icmt || VitalCenter ™ provides me that capability.”
File Printing Deocuments Local Searching VitalN On-Demand  Secunty
. P 2l x:z;tu::ig;o:;g:::::: Lenny Brunson - Chief Information Officer,
| . aoams = - Queens-Long Island Medical Group
[] 4« August 2011 P
P M T wT ES “VitalCenter gives me peace of mind from a patient care perspective.
75 s %aEn We need to provide the best patient care possible at all times, and
I H 15 16 :: “: ]? .?c"‘ Dates with available VitalCharts shaw VitalCenter allows us to ensure patient records will be available in
11 5i  F e b S o downtime scenaro.’
1§ L1
Jehnson, mmu'my -] Joe Berman - Chief Operating Officer,
ettt Acton Medical Associates, PC.
Baker, Charles
il “Galen’s technical services have allowed us to utilize Enterprise EHR
- e in ways that we never imagined were possible.”

Double clicking the VitalChart opens it.
You can also right click for more
options.

Tom Goodwin - Director of Clinical Information Systems,
MIT Medical

Russell, Swwve 300 PM
DOB: 1271572000 NEW FT60 |
Figuerca, Joan 400 PM |
DOB 5132008  NEW PT80 |

NEW BTED | T

wtDowney  Last Refreshed: 8/24/2011 454002 PM / B/24/2011 120046 AM

Vital . - — Confidential © 2017 Galen Healthcare Solutions



VitalCenter Solution Overview "G’““LEN

VitalCenter Web Access

Access via web browser

No additional software installation or plugins required

View schedules, scheduled VitalCharts, scanned documents
Make On-Demand VitalChart requests

VitalNote visit documentation

Great for thin-client or Citrix as well as gap coverage

Confidential © 2017 Galen Healthcare Solutions



VitalCenter Solution Overview "G’“"'—EN

x |

vitalcenter

WEB ACCESS

ppart Site | E-Msil

Schedule On-Demand
VitalChart New italNote
All Providers [
Patient: Allscripts, Amber T Patient MRN: ZZZTWO2
"o May 2016 L 4 DOB: BI27/2007 PCP: Allscripts, Provider
Gender: Female Last Appt Date: 5252016 11:15 AM
5 M T w T F E Home Phone: (312) 555-1111 Last Appt Provider: Allscripts, Cardiologist
24 25 26 27 28 29 30 Work Phone:  (B47) 608-3515 x4358 Cell Phone:
7
tozo3 4 58T Problems
g g9 10 11 12 13 14 Problem
15 16 17 18 18| 20 21
Active
22 23 24 25 26 21 28 Arm bruise 9230 8400204 SIP5R0161:00 PM  Aclive
29 30 31 1 2 3 4 Braast nodule 79388 NG3 Active
Chest discomfort T86.59 RO7.89 Active
- = Neck erythema 6050 L1539 Active
Allseripts, Allison T 220 PM }
ol S o, Fharyngitis, acute 462 J02.8 Active
- BE Strep throat 0340 J020 Active
Aliscripts, Amber T 2-30 PM Well child visit w202 Z00.129 Active
DOB: 8/27/2007 Twiappt FHx
Family history of Arteriopathy, cervical,
assoc wi surg rep of aortic arch anomaly, Active
parinatal

Family history of Miscellaneous geniplast-

surg devices assoc wincdt, NEC Actve

[Motes: |

Vital Confidential © 2017 Galen Healthcare Solutions




—GALEN

VitalCenter Solution Overview e

VitalCenter Batch Extracts

Release of patient charts for insurance audits

¢ Sme It batCheS Of patlentS is now only performed through VitalCenter for
° VitﬂlChartS Created in bUlk a fee for each chart. In the first half of 2015,
we’ve extracted over 100,000 charts for Cigna,
¢ Up to 1,000 - 2,000 ChartS Created Blue Cross and Humana audits. The revenue
simu |tane0us|y from the first half of this year alone has paid for
. approximately 70% of a five year VitalCenter
* Insurance aUdItS subscription cost. -

* Research studies - Michael Hayes
» Medical Record requests

Confidential © 2017 Galen Healthcare Solutions



VitalCenter Solution Overview

talCenter Bulk Batch: demo ternet Explorer

https: fvctest3.qalenhealthear. . O = || & || 43| (2 vitalCenter Bulk Batch: demo ¢
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Dashboard Terminals Server D its (o] il Vi L

VitalChart Batch Generation: demo

@ The audit batch was successfully added and submitted. Close

Information Path & Filename Settings VitalChart Settings } Results

demo Results Refresh

Total Batch Entries: 40

Pending: 0

Completed Processing: 40

Completed Processing (with Errors): 0
Errors: 0

Cancelled: 0

Last Refresh: 27212017 10:29:46 AM

Download Completed Entries

VitalChart Generation

Ready for Scan:

Unmatched: 0 Ready for Gen.: 0
Matched: 40 Generation Req.: 0
No Matches: 0 Queued for Copy: 0

Duplicate Matches: 0
Duplicate in Input: 0
Invalid Input: 1]

| Save Changes |

| Cancel Batch |

Create a New Batch

Server Logs

vital

Confidential © 2017 Galen Healthcare Solutions



VitalCenter Solution Overview
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VitalCenter Online Archival "G’é"—EN

Security Fully Integrated Reliability Single Sign-On
Isolation of Always All archived data in
customer data encrypted a single repository

Confidential © 2017 Galen Healthcare Solutions
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WHY GALEN?

ENSURING YOUR SUCCESS FROM START TO FINISH

Galen has built a reputation of high-quality,
expert level health care IT consulting services
for almost a decade. The foundation of our
success and growth can be attributed to our
people. It's what we care about as a company
that makes us unique.

EXPERIENCE THE DIFFERENCE

COLLABORATIVE

EMPOWERING

NIMBLE

HEALTH CARE FOCUSED PERSONABLE
EGO FREE

CLIENT PARTNERSHIP

ONE STOP SHOP
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Thank you for joining us today. To access the slides from today’s
presentation, please visit:

For additional assistance or to request information about our many
services and products, please contact us through our website:

GALEN e sons

Confidential © 2017 Galen Healthcare Solutions
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